Standard Operating Procedures for Tribal/Contractor Background Investigation-TAAMS Access
(Highlights in Yellow are Applicant responsibilities)
1.  Tribal Request

· Tribe/Applicant submit written request to Agency Point of Contact (POC) for TAAMS VPN connectivity: Included in written request
· Legal Name and Title of person(s) applying for background clearance
2. Background Investigation
· Agency POC and the Applicant must fill out the “Request for Background Investigation” form eQIP request form BIA BIE 09 22 11), applicant provides two forms of Identification (ie. A copy of driver’s license, tribal ID)
· The Agency will fax the following required documentation to Human Resources Fish and Wildlife who will sponsor the applicant. 
Fax (612) 713-5281
·  eQip form 

· Two forms of identification from the application 
· The Agency will fax the eQip form to the Office of Personnel Management (OPM) (505) 563-3039 Reston, who will verify the required security clearance needed.  

· OPM will send an email to the applicant inviting them to set up an appointment with USA Access to begin the process of obtaining their credentials for a HSPD-12 Card (Government ID Badge) 

see below #4 HSPD card
· Request for Background Investigation will be initiated on-line with OPM 
· A BIA Background Investigation invitation email will be issued to the applicant.  The invite memorandum explains the entire process which will include a website to complete the security form on-line.  

· The background can take up to (6) six months to complete.  The funds will go through the IPAC process.  Meaning once the background investigation is completed and approved, OPM will submit the invoice/cost(s) to Central Office using your Agency Accounting String provided on the eQIP.  Central Office will IPAC the invoice to the Region who will charge to the appropriate Agency and Program.  
· It is recommended the requesting agency POC inform the Office of Finance at the Region that a request for payment is pending. 
· Once the Background is completed, the agency POC will receive an email from OPM “Favorable Screening per FBI Fingerprint results (AUTO-GENERATED MESSAGE. DO NOT REPLY.) FOR:----------“
· Agency POC will notify the Tribal Chair and applicant by letter of the favorable adjudication.
3. DOILearn
· Agency POC will email DOILearn at doilearn@bia.gov requesting user ID and Password for your tribal user, they will email back

· Provide full name and tribal email address

· The tribal user must access DOILearn and take the Federal Information Systems Security Awareness + Privacy and Records Management (FISSA+) training

· User must copy and scan certification and send to agency POC to be used if any Business Owner needs proof the applicant has completed training.
· User must then:

· Click "Update My Supervisor"

· Click "Assign New Supervisor" 

· Find and select their Agency TAAMS POC

4. HSPD card

· Security Clearance is a pre-requisite

· The applicant must take the Federal Information Systems Security Awareness + Privacy and Records Management training (FISSA+) annually (see above)

· The applicant will receive an electronic invitation to make an appointment at a Certified HSPD center for ID card application and electronic finger prints.  

5. IIS E-Profile
· Agency POC will log into IIS E-profile

· verify the tribal user is listed as a direct report 

· Select your direct report user- EDIT

· verify the tribal user has access and all approvals to:

· Active Directory

· Googlemail (Bison)
· IIS- Eprofile

· click System Requests
1. click Request Official System Accesses 
2. click drop down for System/Resources 

3. select TAAMS

4. Roles select USER-General User

5. click Create Request
6. select ERAS access
· Agency POC may then email Cynthia Rusten (IT Specialist), Reston VA. notifying she has a system request in her queue as Business Owner (BO) and System Administrator (SA) awaiting approval

· Once approvals are completed, an email from Cynthia is sent to Regional TAAMS Coordinator (RTC) 
6. Computer installation with Midwest Region IT
· The TAAMS Computer is a BIA owned and managed asset and will be inventoried annually by the Midwest Region Property manager; all software will be licensed and maintained by the BIA.  

· Agency may obtain a computer for Tribal use or Tribes who have a MOU or those who participate in 638 Realty Contracts may purchase their own equipment from funds provided by BIA.  This would include the transfer of property back to the BIA, as well as inventory information needed, serial number, BIA property tag, picture, etc.

· If necessary provide computer specification to Tribal MIS Director using standard form letter.
· Upon receipt of computer equipment from the tribe or Realty program ensure BIA property tag is resident on the CPU.
· Coordinate with tribal IT on network specifics (await reply to Dear MIS Director letter.
· Configure computer to BIA standard image complete with TAAMS application and McAfee Encryption.
· Complete the Tribal TAAMS Computer Setup and Checklist.
· Ship or deliver computer to receiving program along with DI-105 receipt for property form.

· Complete the TAAMS Post Deployment Checklist if site visit is required/requested.
7. TAAMS Access

· Upon receipt of the email from Cynthia, the Regional TAAMS Coordinator (RTC) will set up the TAAMS Profile for the applicant with the User ID provided

· The third password is set up by the RTC

· The profile must be set to Inquiry Only access until approved CGI training has been completed
· The RTC will send an email to the applicant to include the User ID and Password

· The first two screens are handled by the TAAMS HelpDesk 866-548-2267

8. TAAMS Training

· Training classes are conducted by an approved BIA Contractor – CGI is located in Dallas, TX.  A minimum of 15 students is required to request a trainer to travel to a location.  Agency POC may put names on a list in Dallas until a class reaches 15 students, training is then provided in Dallas.  All travel and per diem costs are at the expense of the applicant/traveler.  The cost of the training class is covered by the BIA.
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